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We discuss the most important developments in the field of quantum cryptography
from inception right through to the present day. We give reference to new and
developing advancements in the separate fields of optics, cryptography and
quantum computation and propose how these might form the basis of a new type of
entanglement based encryption. We discuss the latest advancements in the private
sector, and finally give note to impact of quantum cryptography for the future of

information security.
1.0 Introduction

Cryptography is the process by which
information is transformed and transmitted
securely. A secure transfer is unreadable to all
but the intended recipient.

1.1Modern Cryptography — “Secret-Key”
Encryption

Alice wants to send Bob a message. They agree
privatedly on a “key” (a specific method) by
which they are going to encrypt their data, and
then they can use this key to communicate
securely.

Eve is an eavesdropper. If Eve had managed to
obtain the key from their private transaction, she
would be able to listen in on their conversation.
If she wasn't able to obtain the key directly, it is
still always possible for her to calculate it from
the encrypted data. This problem has been
patialy solved by designing the schema
(protocol) in such a manner that this calculation
becomes theoretically possible but might take
trillions of yearsto perform.

1.2 The Problem

Secret-Key cryptography always fails where Eve
can obtain the key. The difficulty lies in making
the agreement of key between Alice and Bob
aso a secure affair. (The so called ‘key-
distribution problem’).

1.3 The Solution

Quantum cryptography can solve this problem by
making a key that can only be read once. When
the key isread, it is ssmultaneously changed, and
the information destroyed. This method is
protected by the laws of physics and is
theoretically unbreakable.*

Suppose Eve were to eavesdrop on the key. Her
very observation of this key would change it,
meaning that Bob would not receive the key that
Alice intended to send him. As will be further
discussed, Bob and Alice can publicly compare
their keys and find that if they differ, they can
conclude that somebody was listening.

There are two principal quantum encryption
protocols, BB84 and entanglement. We will ook
at the principals of each in turn.

2.0BB84

BB84 ' was the first ever quantum encryption
schema.

Light is composed of discrete packets, called
photons. Each photon has an intrinsic property

! This problem is also solved by ‘Public-Key’ encryption,
such as RSA Cryptosystem, but has several drawbacks,
particularly arequirement for a centralised public key
repository (server), and it can always be broken with
limitless computational power.



called polarisation, which can take one of four
values (vertical, horizontal, left and right
circular).

The polarisation is set with a ‘polarizer’, which
consists of sheet through which only light of the
mostly correct polarisation can pass. The two
types of polarizer are known as rectilinear and
circular (the ‘base’ or ‘basis'), and each of the
polarisation values can be obtained by choosing
the orientation of the polarizer (with respect to
the observer). This is also termed ‘setting’ or
‘changing’ the polarisation. The polarisation is
measured by seeing if the photon passed through
the polarizer or not.

Alice sets up alaser which emits single photons.
Alice randomly sets the polarization of each
photon.

Bob receives these photons. He does not know
what the polarisation is, so measures each one
using a random choice of base. Bob then publicly
tells Alice which bases he used. Alice tells him
publicly which ones were correct. Bob and Alice
then discard al observations from incorrectly
chosen bases (on average 50%).

They interpret the observed polarisations as a
binary scheme; left circular or horizontal is O,
right circular or vertical is 1.

If Eve had attempted to eavesdrop, her choice of
measuring bases would have changed the
polarisation, and subsequently the observations
that Bob would make would be different to the
ones Alice had intended. If they sacrificed a part
of the key and compared it publicly, they would
not agree and they would be able to tell that they
had been eavesdropped.

2.1 Entanglement

Quantum entanglement is an alternative schema
to BB84, and uses some different physics.

Two photons are said to be entangled if the
observation of the state of one changes the state
of the other. We can (artificially) make entangled
photons perfectly anti-correlated. If one photon is

observed to have a certain polarisation, we
immediately know that the entangled partner
photon must have the opposite polarisation 2.

Furthermore, we can entangle photons but not
force perfect anti-correlation. If Bob and Alice
receive one photon each from an entangled pair,
and Alice makes a measurement of her photon’s
polarization, she can guess with better than
average probability the polarisation of Bob’'s
photon, and vice versa. In other words, the
polarisations of entangled photons are
statistically linked together (commonly known as
‘quantum non-locality’).

If Eve were to eavesdrop on their conversation,
her observation of the photons destined for Bob
would cause a change in the state of Alice's
photon. As before, Alice and Bob would be able
to compare measurements, and be able to detect
Eve' s presence.

3.0 Real World Consider ations

There are several technical, although not
insurmountable,  difficulties with  practica
quantum cryptography. 2

The first problem encountered is the single
photon dependence of the system. It is very
difficult to perform single photon transmission
and detection. Specifically, the detection requires
very sensitive equipment which is subject to
noise. A perfect detector is physicaly
unredlisable due to the constraining laws of
guantum mechanics.

We could try to solve this dilemma by
introducing multiple photons of similar
properties into the system. Unfortunately, Eve
would then be able to separate a few photons
from the stream and observe their properties
while leaving the rest of the stream untouched,
thereby avoiding detection. *

Lastly, it should be noted that eavesdropping and
noise would be indistinguishable to Alice and
Bob. Eavesdropping results in a “higher than
norma” amount of noise (theoreticaly by a
factor 2).



We must transmit a suitably large number of
independent bits for there to be sufficient data
left. In other words, for the number of photons
sent, only a very small fraction of those photons
will go to make up the secure key.?

We can estimate the bandwidth return of the
guantum protocol by avery simple calculation.

We shal use BB84 here for clarity. It is
analogous for entanglement. Let us say Alice
transmits 128 photons, and Bob’s detector can
only detect photons with probability 0.5.

1. Alice transmits 128 | 1
photons  of random
polarisation.

2. Bob detects photons | %2
only with a probability of

0.5.
3. Bob sdects the|%
polarisation base

randomly, and on average
this will only agree with
Alice 50% of the time.

4. Bob and Alice need to | 1/8
know if their conversation
has been eavesdropped, so
to see if the data has been
atered (by Eve' s incorrect
selection of measurement
bases), Bob and Alice
agree to publicly share a
random subset of the key,
again we choose half the
bits.

As we can see, only about 1/8 of the data
transmitted was usable in the fina instance. In
reaity, it islikely to be far less than this owing to
further technical difficulties. The keys of modern
“strong” encryption algorithms must be at least
128 bitsin length.

2 |n practice it turns out that the ratio of useful bits to noise
is approximately 1/5000, and can be far worse than this.

We will now look a some of the methods
devised which can help make quantum
encryption more viable.

3.1 Reconciliation

After transfer, Bob’'s key will contain many
errors attributed to noise, regardiess of whether
Eve eavesdropped or not. Alice and Bob must
then go through a recursive process known as
‘reconciliation’, which involves comparing
information and discarding select information,
until they reach a much smaller subset of the
original transmitted key that is unlikely to
contain any errors.

The information compared is known as a parity
check. To each block of bits we associated an
additional “parity” bit. The value of the parity bit
is set to 0 (1) if the block has an even (odd)
number of 1-bits. By comparing the parities of
their respective blocks, we can determine which
contain errors. When a block with an error is
found, we repeat the process using smaller
subdivisions until the error is isolated and
removed. Every time there is a party
comparison, we discard the last bit of the block
compared, to minimise the amount of
information Eve can obtain 3,

Bob and Alice would:

1. Symmetrically randomise the permutation
of their keys so that errors become evenly
distributed throughout their strings (they
both perform the exact same
randomisation).

2. Split their keys into blocks of length b,
such that there is on average only one
error in every block.

3. Publicly compare the parity of each
block.

4. When a block with an error is found (i.e.
the parities do not agree), subdivide the
block into smaller blocks, and compare
parities again, until the error isisolated.

5. Discard the last bit of every block
compared, thereby minimising any
information Eve could acquire about the
blocks.



6. Repeat the above process with
increasingly longer blocks.

7. Once complete, unless we have a string
with no errors and long enough from
which to derive a key (at least 128 bits),
return to step one and repeat.

The added complication not discussed here is the
error rate in the parity bit transmission. We
assume that the public channel on which the
above occurs is free from noise. This assumption
is based on the transparent error correction
adready built into al modern digital
communication systems (for example, the
internet protocol TCP/IP performs two types of
error detection and correction).

This process makes it extremely unlikely that
there is any error in the fina string, while
simultaneously preventing Eve from learning any
further information about the key.

3.2 Privacy Amplification

What if Eve only chose to select a few of the
photons transmitted between Bob and Alice?
Potentially, she could then recover asmall part of
the key, and remain undetected and cloaked by
the noise.® This may have detrimental effects, as
Eve may recover enough of the key to decode
part of message, or may even be able to infer the
rest of the key in reasonable time by brute force
calculation.

Fortunately, this problem was answered
independently by classical  cryptographers
through the development of “Privacy
Amplification”. Thanks to the reconciliation,
Bob and Alice now have identical strings. We
know that Eve can at most have only a small
subset of this string. We can further confuse Eve
by using a universal hashing algorithm on the
string, and generating the key from this (more on
this below) .

3 Thisiis possible because 50% of the time she would make
the right choice of polarizer basis for her measurement, and
these photons would pass through to Bob unharmed, and
become part of the final key.

We wish to define a ‘compression function’ to
transform the input string to the final key. Thisis
a function that takes a fixed length input and
returns a shorter, fixed length output.* The choice
of function is made such that the entire input
string must be used to create the output key. It is
also chosen such that information from the
original string is evenly distributed throughout
the entire output key. Therefore, if Eve had
perfect knowledge of the transform operation,
and attempted to transform her partial string, she
would be unable to obtain the key, but obtain
something completely different.

The set of functions that have become widely
accepted for this application are known as
“universal hashing”® functions. The set contains
many possible transformations, and after
reconciliation, Bob and Alice agree through a
public channel which transformation (selected at
random) from the set they will use. As stated
above, the fact that Eve has knowledge of which
transformation has been applied is of no use to
her unless she has the entire key. The privacy
amplification schema is considered to be
‘“unconditionally secure’, i.e. it aways secures
the key in all cases where it can be successfully

applied.

It turns out that privacy amplification can be
performed on the quantum level for entangled
photon systems, which has led to these becoming
the favoured method over BB84 polarisation
systems for the future.

3.21 How Privacy Amplification Can Be
I mplemented using Quantum M echanics

We can optimise the efficiency and security of
the privacy amplification method by performing
the privacy amplification operations gquantum
mechanicaly. This process borrows some
techniques from the related field of quantum
computing to perform the operation.

* A compression function isidentical to a hash function
with the exception that a hash function can take a variable
length input and return a fixed length output.

® A universal hashing function is a scheme which chooses
randomly from a set of hash functions.
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3.2.2 Qubits

In quantum computation, qubits replace classical
bits. A classical bit in a computer can have a
binary value, either O or 1. A qubit is a
fundamentally different representation, where
both are represented simultaneously.

Let us take the example of “Schrodinger’s Cat”
as an analogy. If we are given a box, and we
have been informed that it contains a cat, but not
informed of ‘state’ of the cat (alive or dead), then
we cannot know whether it isalive or dead. If we
are to deduce anything further about the cat, we
must consider both possibilities. In quantum
mechanics, this is called a ‘superposition’ of
states. So, as far as we are concerned, the cat is
both aive and dead until we open the box and
have alook.

A quantum qubit is just like this. It is neither O
nor 1, but both, until we ‘observe’ (read) it. The
act of observation disturbs it, forcing it to be
either 0 or 1 (like knowing our cat is either dead
or aive) °.

If we performed a quantum operation on the
qubit (like the CNOT described below) without
observing it, then the output is a superposition
for both cases (input qubit = 0 and 1
simultaneously), i.e. in one operation we have
obtained the result for both cases .

A classica computer’'s processing power is
linearly proportional to the number of bits it can
process at once (the ‘word-length’). Because we
have been able to evaluate two classica
operations with a single quantum operation, we
can show that in a quantum computer, the
processing power grows exponentially with the
number of qubits added.

This exponential increase in power is the
motivation behind the research in quantum
computers.

3.2.3 Photons and Qubits

A qubit can be any system which has at least two
clearly definable quantum states. This can be, for

example, the energy level of an electron in atom,
or, in our case, the polarisation of a photon. Our
qubits here are represented by photons.®

3.2.4 The Controlled-Not (CNOT) Gate

Quantum gates are used in a quantum computer,
directly analogous to the classical gates NOT,
AND and OR used in atraditional computer. The
prototypical quantum gate is the controlled-not
(CNOT) gate. Unlike its classical counterparts,
this gate has two outputs.

To demonstrate the concept of a gate, let us first
look at the classical AND gate.

Output

The ‘truth table which maps inputs to outputs
for the AND gateis:

A B Output
0 0 0
0 1 0
1 0 0
1 1 1

This means that the output is only 1 under the
conditionA =B =1.

Now looking at the quantum controlled not gate,

Input A Output A

Input B Output B

U

Where Input B is ‘controlling’ Input A, we get
the truth table”:

® The most successful application of qubits to build a
guantum computer has used el ectron levels and nuclear
magnetic resonance in atoms to create seven entangled
qubits. Due to technical reasons, this method is only
limited to about 10 qubits. A more promising advancement
is“qguantum dots’, which are small holesin asurfacein
which an electron can be given discrete energy levels
(square wells).




I nput Output Type
A B A B

(Control) | (XOR)

0 0 0 0 Identity
0 1 0 1 Identity
1 0 1 1 Swap

1 1 1 0 Swap

The system takes two input qubits and returns
two output qubits. Notice now that each qubit has
aclearly defined value of 0 or 1. Thisis because
we have forced (observed) the system to be in
this state. Before the observation, al input and
output combinations are valid simultaneously
(the cat is both dead and aive until we observe
its state).

3.2.5 Privacy Amplification with the CNOT
Gate

Alice and Bob each apply the CNOT gate
sequentially to pairs of qubits. At each pair,
Alice and Bob measure the outputs on their
respective CNOT gates, compare through a
public channel, and if they coincide, they keep
qubit A for the next iteration, otherwise they
discard both the inputs and the outputs ®.

To clarify:

1. Alice and Bob individualy apply the
CNOT gate to apair of photonic qubitsin
their string. A is the control qubit, and B
isthe XOR qubit.

2. If they both get the same result, they keep
the control qubit (which Eve never sees),
and pass it to the next iteration. If the get
differing results, they discard all qubits
and move onto the next pair in the string.

3. Go back to step 1 bearing in mind the
result of step 2.

This process is analogous to the universal
hashing privacy amplification described above °,
and has the same effect. It produces a short

" The CNOT gate bears close relation to the classical
exclusive-OR (XOR) gate, where Input A ‘controls
whether Input B behaves like an XOR.

secure key from a long partialy secure input
string.

The application of privacy amplification to a
guantum cryptography scenario makes this
protocol unbreakable °.

4.0 Conclusion Thus Far

We have seen that in theory, quantum
cryptography is the solution of the key
distribution problem of secret-key encryption.

4.1 TheMajor Limitations

Quantum cryptography requires the photon
transmitted to be the photon received. This
necessitates a direct optical (fibre or satellite)
connection between sender and receiver. Modern
communication networks such as the internet do
not cater for this, where data is repeatedly
duplicated from one network to another, until it
reaches its intended destination. Without optical
switching hubs®, this limits  quantum
cryptography to systems where a direct optical
link is available, and so the initial benefactors
will likely be banks and governments.
Furthermore, the distance over which a single
photon can be sent and received reliably over
fibre has not been demonstrated (as of 2004) to
be any greater than 67km °. There has been much
effort to try to create quantum repeater stations,
which can ‘boost’ the signal without directly
observing it 1 ™ and a few experimental
successes 2. These quantum repeater stations
(the mechanics of which are much too involved
to discuss here) should allow for these distance
constraints to be removed.

5. 0 Single Photon Technologies -
Constructing an Entanglement Based
Quantum Encryption System

There are no commercial entanglement based
systems in production’. We now propose a
design concept for a fibre optic entanglement

8 Exactly how this might be achieved is still unclear.

° A non-entanglement, BB84 polarisation based system
that has been commercially realised, which we discuss
below.



based quantum encryption. Firstly, we will
examine the various technologies to date that can
be used to construct this system, and then we will
finally propose a systems schematic which
illustrate how these technologies should be
integrated.

5.1 Single Photon Light Sour ces

Single photons are needed for quantum
cryptography. Conventionally, lasers are used to
produce continuous streams of photons for optic
fibre communications. We will stipulate that the
wavelength of the photons must be about
1300nm, the standard for optical fibres (below
which communication would be impossible).

There are severa potential solutions;, however
they rely on naive approaches such as time
glicing a continuous beam of photons. Few such
systems can achieve single photon emission with
any greater than 80% accuracy.

In 2001, the most promising solution was
developed by Toshiba at the University of
Cambridge %2,

The system uses “quantum dots’ to create a
machine capable of emitting just one photon at a
time, of any wavelength of our choosing (the
choice of wavelength built into the hardware).

Quantum dots are nano-sized deposits of one
semiconductor embedded in another
semiconductor. The dot material has an energy
bandgap that is smaler than that of the
surrounding material, and this alows it to trap
charge carriers.

The system developed uses an array of indium
arsenide dots into a layer of undoped gallium
arsenide (the “quantum dot layer”). This is
sandwiched between two further layers of
gallium arsenide, the upper being electron doped
and the lower being hole doped.

single photon emission

O n-contact

p-contact Ak ok A

L]
i L
electron injector -

substrate/buffer JI

quanfum dot layer

Figure 1 Quantum-Dot Single Photon Emitter **

When electrical pulses are applied across the
system, each quantum dot captures one electron
and one hole. These combine to form a single
photon emission.

5.2 Photon Entanglement

When photons strike a material with nonlinear
optical properties, there is a small probability
that the photon will decay’® into a pair of photons
with longer wavelength.

Photon entanglement is most easily demonstrated
using a crystal of beta barium borate, and an
ultraviolet photon *°. When a spontaneous decay
occurs, the two entangled photons travel off in a
path symmetric to the incident path (conserving
momentum). The polarisations of the photons
statistically oppose. That is to say that if one
particular photon has horizontal polarisation, this
does not necessitate that it's entangled partner
photon has vertical polarisation, but that it is
likely to do so. So on average over many decays,
the polarisations always oppose.

The use of a crystal in optical fibre technology
aboveisinefficient and undesirable. The problem
stems from coupling the crystal to the fibre,
where great |osses in the photon count occur. The
latest advances in this technology suggest that
the best way of performing the entanglement is
to integrate the process into the design of the
fibreitself.

19 This process is known as “spontaneous parametric down
conversion”, or SPDC for short. It isthought thisis
because it represents aleast energy state for the photon(s)
in the material.
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The method described above is a type of process
known as ‘parametric fluorescence’, where the
incident photon interacts with the quantum noise
of the crysta. We can achieve the same
parametric fluorescence effect using another
technique called ‘four wave mixing' (FWM). To
do this, we launch two degenerate photons into
the fibre, such that these two photons collide.
This causes them to entangle, and ther
polarisations are changed. There has been much
research of doing in this as an in-fibre process,
and there are countless papers detailing many
experimental variations of this technique *°.

5.3 The Optical CNOT Gate and Privacy
Amplification

The next step is to reconcile and privacy amplify
the photons received on either end. The quantum
privacy amplification system described above
contains both processes implicitly.

In order to apply this method, we need to
construct a CNOT gate that operates on photonic
polarisations.

The below model is an example of a highly
successful optical CNOT gate devised by
researchers at the University of Queensland,
Australia®’.

Referring to the diagram, the letters C and T
stand for control and transfer respectively.

Each of the plates represents a beam splitter. The
fraction represents the reflectivity of the splitter.

Figure 2 All optical CNOT gate '

This system is beautiful in that it performs the
CNOT operation instantly and free of any
mechanica error.™.

5.4 Single Photon Detection

Finally, we require a device capable of detecting
the presence of a single photon. Such devices,
known as Avaanche Photodiode (APD)
detectors, aready exist.

An avaanche photodiode consists of a
semiconductor across which a large voltage is
placed. When a photon lands on the
semiconductor, an electron is generated by the
photoel ectric effect. The large voltage causes the
electron to quickly accelerate, and as it moves, it
collides with other stationary electrons, which
also begin to accelerate. In turn, this repeatsin a
process caled ‘avalanche multiplication’. It
brings about a sudden rise in the current drawn
across the semiconductor, and this is how we can
detect the collision of the photon *.

The problem with APD systems is that they
consume significant space, and in order to work
a optic fibre wavelengths, they require
extremely high voltages. They are usualy very
inaccurate, and may often discharge when no
photon is present or vice versa.

Figure 3 APD Single Photon Detector °

More recent research surrounding the
construction of a new type of detectors based on
guantum dots and photoconductive field effect
transistors (also from Toshiba at Cambridge) has
been most promising *°. The present limitation is

" The quantum uncertainty is always present.



the efficiency of detecting a photon, however this Finally we terminate the process by using the key
is certain to improve as the technology develops. to form strong classical encryption.

6.0 Assembling the Technologies

We now construct a schematic

that connects the above FWM In

mentioned technologies Fibre muﬁiyg}ggg’j”g;‘fical

together to form a quantum key fibre carries two

distribution  system.  This photons

di agram Photon

forms a summary of the Pump

discussion given above.

With reference to the above

Schematic, the photon pump Alice’s Photons Bob’s Photons

such as the quantum dot system vy vy

provides four  degenerate Optical CNOT Optical CNOT
phOtOﬂS simultaneous y. Four- Privacy Amplification Privacy Amplification
wave-mixing  causes  the v vy

photons to become two | Randomised Polarizer | | Randomised Polarizer |
entangled pairs. They are " W
transmitted synchronously | 2 X Slnqle Photon 2X Slnqle Photon |

down thefibre.

. | CNOT Reconcmatlon |< Public Channel >| CNOT ReconC|I|at|on
Alice separates her photons

from the beamj . . Slngle Secure Single Secure
Bob and Allice immediately Photon Photon
perform privacy amplification

by usng a CNOT gate, and tvvvy Yyvvy
now measure the polarisation Secure Key Secure Key

(proceeding much as described

before). The stage ‘CNOT
Recondiliation’ refers to the | Classmal Encryption Public Channel Classical Encrvnuon |

reconciliation of the CNOT bits Figure 4 Combining the Technologies
and not parity reconciliation (as previously

mentioned, this is now implicit in the privacy

amplification process).

To perform the CNOT reconciliation, we need to
test the polarisation of the light. We perform this
using a polarizer (as described above) and a
single photon detector. We peform an
information exchange analogous to the public
discussion performed for BB84 on polarisation
agreement.

If performed correctly, the key should be secure.



7.0 Quantum Cryptography in the Private
Sector

On the 4™ of December 2004, there were only
two quantum encryption systems commercialy
available. These systems are largely similar, both
based on the BB84 algorithm and APD detectors.

Figure 5 World's First Commercial BB84 Quantum Key
Distribution System

On the 28" of September 2004, the first
commercial quantum cryptographic network set
up in Geneva using the above id Quantique
system. The data saved on afarm of 30 servers of
the Deckpoint Housing Center, in the Acacias
district of Geneva, was replicated on servers
located at the CERN Internet Exchange Point, in
Meyrin, in the suburbs of Geneva. The distance
between the two sitesis about 10 kilometres.

The cost of the equipment to the consumer is
about $30, 000USD. This price is considered to
be quite inexpensive. Additionally, there is the
cost of laying/leasing a point-to-point optical
fibre.

7.1 Conclusion of Quantum Encryption

You will notice that the purpose of guantum
encryption is to solve the secret key distribution
problem, and then to have a conversation using
classical encryption. Classical encryption can
still be broken even without the key, athough the
time taken maybe long. Future advances in
guantum computing will change all this. The
famous paper by Peter Shor shows that the RSA
algorithm, the most popular strong classical
encryption system, can be easily broken using a
quantum computer 2. Although workable
guantum computers are still decades away, there
is a present no reason to suggest why these will
not become an important part of future
technology.

We have examined two differing protocols for
guantum encryption, described how they can be
unconditionally secured by means of privacy
amplification, shown what technologies are
necessary to build a rea world quantum
encryption system based around entanglement.
Finally, we have examined the first commercia
BB84 system in production.

We make find comment on quantum
cryptography. The prime failing of any system is
ignorance within which it is used. Almost every
system of today can be adequately secured, but if
this task is not carried out competently, no
manner of new technology will be able to
guarantee security of data. The security of data
therefore lies more so in the hands of the person
who is responsible for its security, and not in the
technology itself, and thisis not likely to change.
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